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Summary

Several objectives were realized by this workshop: discussion of several technical issues
related to development of the On-Site Inspection (OSI) Operational Manual; discussion of
issues related to the list of OSI equipment, and introduction of and discussion of the PTS
planning concept in preparation for and conduct of the next integrated field exercise.

Technical discussions related to the OSI Operational Manual included the topics of data
handling and confidentiality, communications, and equipment-related inspection activities.

Based on presentations by PTS staff, the data handling and confidentiality discussions dealt
with the preparation of data prior to an inspection and types of data to be included, as well as
the integrated information management system (IIMS) that is currently being developed by
the PTS. A key issue discussed in this area was the current three-level classification system
called for by the OSI Operational Manual Model Text and implications for use of such a
system and protection of information. These issues have important implications for the [IMS.
There was also extensive discussion of technical and procedural issues related to the use of
photography and the particular topic of digital photography and handling and authentication
of digital images. One conclusion in this area is that digital photography should be a subject
for future workshops and that the handling of digital photographic media should be consistent
with Treaty provisions, especially with regard to the first generation product. Another
conclusion is that there is a need to review the current text of the OSI Operational Manual.

Communications issues were discussed in the context of current work by the PTS, including
recent experience from the directed exercise held in November in Jordan. A number of
technical options were presented by the PTS and discussion focused on types of
communication needed during an OSI and areas where secure communications and
encryption might be needed.

Discussion of equipment-related pre-inspection activities focused on the various types of
equipment lists that might be needed (with special distinction for the approved list of
equipment by the Conference of States Parties), the uses of the different lists and how they are
related, the level of detail needed, how to define core and auxiliary equipment, and issues
related to equipment software. Much of this discussion continued during the session
concerned with the equipment list itself, its structure and content and how
functional/operational requirements and specifications should be developed. A presentation
outlining the relevant equipment-related templates of the Organisation for the Prohibition of
Chemical Weapons (OPCW) pointed the way for some possible approaches to equipment
development for the OSI regime. A recommendation was made to use an approach similar to
that of OSI Workshop-6 as a way to use expert groups to help develop the list of equipment.

OSI Director Rozhkov presented the PTS planning concept for and conduct of the next
integrated field exercise. In the discussion that followed, noble gas collection and analysis
were identified as a key priority for development along with the important need for a detailed
realistic and scientifically credible scenario.

The numerous findings and recommendations from the five sessions of this workshop are
listed at near the end of this report. In addition, results of this workshop will be incorporated
by the WGB Task Leader for the OSI Operational Manual into a series of issue papers
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containing articulated concepts on the issues covered. An initial version of these, titled
“Suggestion Paper Provided by the OSI Operational Manual Task Leader” is included in this
report.

Discussions during this workshop benefitted greatly from the experience base of the
participants, both from the staff of the PTS and from participants representing States Parties.
Many of the participants had participated in the 2008 integrated field exercise as well as later
directed exercises sponsored by the PTS, such as the directed exercise in Finland (DEQ9), the
2009 noble gas exercise (NGO09), and the 2010 directed exercise in Jordan (DE10). Other
important experience brought to bear was that from the OPCW. This experience was reflected
in the discussions, in the narrative of the five sessions below, and in the findings and
recommendations that are found near the end of this report.
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Abbreviations

BOO base of operations

CPT continuation period techniques

CSp Conference of the States Parties

CTBT Comprehensive Nuclear-Test-Ban Treaty (“the Treaty”)

CTBTO Comprehensive Nuclear-Test-Ban Treaty Organization (“the Organization™)
CWC Chemical Weapons Convention

DE directed exercise

DG Director-General

EC Executive Council

ECS Experts Communication System

EIF entry into force

ESMF Equipment Storage and Maintenance Facility
EU European Union

HF high frequency

GIS geographic information system

GPS global positioning system

IA inspection area

IAEA International Atomic Energy Agency

IDC International Data Centre

IFE Integrated Field Exercise

[IMS integrated information management system
IMS International Monitoring System

ISP inspected State Party

IT inspection team

MT Model Text (for the draft OSI Operational Manual)

NATO  North Atlantic Treaty Organization

OPCW  Organisation for the Prohibition of Chemical Weapons
OSC Operations Support Centre

OSI on-site inspection

POE point of entry

PMO Policy Making Organ

PTS Provisional Technical Secretariat

RSP requesting State Party

SAMS Seismic Aftershock Monitoring System
SOP standard operating procedure

TID tamper indicating device

TS Technical Secretariat

TTBT Threshold Test Ban Treaty

UHF ultra high frequency

UNE underground nuclear explosion

VCDR  Vienna Convention of Diplomatic Rights
VHF very high frequency

VSAT Very Small Aperture Terminal

WGB Working Group B
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INTRODUCTION

The principal goal of this workshop was to provide a forum for discussion of the specific
topic areas of the OSI Operational Manual. In addition, sessions were also held to discuss the
development of the OSI equipment list and to introduce and discuss the PTS planning and
concept for the next integrated field exercise. For the OSI Operational Manual discussion, the
focus was on data handling and confidentiality, communications, and equipment-related
issues. The focus of these sessions was on technical and operational issues, with results of the
discussions intended to provide the Task Leader for the OSI Operational Manual with
articulated concepts to include in issue papers that could be discussed by Working Group B.

The organisation of the workshop was designed with a small number of short presentations,
followed by discussion among participants. The intent was to provide as much time as
possible for discussion, facilitated by the five subject leaders. The final day of the workshop
consisted of a discussion of findings and recommendations that were developed by the subject
leaders for each of the sessions.

The initial part of this report (“Proceedings”) consists of a narrative of the presentations and
discussions. The intent of this section is to provide the reader with a general sense of what
was presented and the general flow of the ensuing discussions. This is followed by a listing,
by session, of the findings and recommendations of this workshop. A list of presentations, as
well as a suggestion paper provided by the Task Leader for the draft OSI Operational Manual
on alternative data protection arrangements, can be found in the annexes, along with a list of
reference materials and participant contact details.

A DVD containing OSI Workshop-18 documentation, including presentations, is available
from the PTS on request.
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PROCEEDINGS

OPENING REMARKS

Rozhkov introduced himself as the new director of the On-Site Inspection (OSI) Division and
welcomed participants to the workshop. He described the current work of the OSI Division as
continuation of the steady build-up of capabilities via implementation of the OSI Action Plan.
He noted that Working Group B (WGB) is well into the third round of elaboration of the draft
OSI Operational Manual, and its state of completion has a major impact on the work of the
Provisional Technical Secretariat (PTS). He noted that, although it has a somewhat unique
focus, this workshop is nevertheless a continuation of the previous 17 OSI workshops focused
on development of procedures and equipment and providing support for the development of
the OSI Operational Manual. He introduced the topics of this workshop, which also included
introducing the PTS planning concept for the next integrated field exercise (IFE), which was
covered towards the end of the workshop.

Shchukin, WGB Task Leader for OSI and co-chairperson of the workshop, introduced the
objectives of OSI Workshop-18, which were to:

1. Clarify technical issues in the third round of elaboration of the draft OSI Operational
Manual;

2. Provide contributions to the development of the list of OSI equipment; and

3. Contribute to the development of a conceptual approach to the planning and preparation
for the next IFE.

Shchukin noted that the first objective concerned three main areas: data handling and
confidentiality; communications; and equipment-related pre-inspection activities. A goal of
the second objective was to review relevant knowledge, including earlier developments and
experience from other treaties. For the third objective, the intent was to discuss an initial set
of PTS suggestions for the planning and preparation of the next IFE. Outcomes of this
workshop would be included in the workshop report, draft Task Leader papers, and a revised
set of PTS suggestions for the next IFE. Finally, he emphasized that there is a synergy
between the cluster of objectives for this workshop and the role for further development of
OSI capabilities.

Coxhead, WGB Task Leader for the draft OSI Operational Manual, noted that previous
workshops dealing with the OSI Operational Manual were focused on development of text.
This workshop was a hybrid in the sense that it intended to focus on technical issues, with
general discussion of concepts. The workshop would draw upon practical lessons from the
IFE and directed exercises (DEs). He referred participants to handouts, which listed specific
sections from the Model Text (MT) for the draft OSI Operational Manual, which were
intended to a focus for the discussions. The intent was to review the provisions therein against
the perspective of the participants, including the PTS. Coxhead also noted that he was in the
process of preparing an updated version of the MT as discussed by WGB at its thirty-fifth
session.

Coxhead outlined the method of work for the workshop. The Subject Leaders would introduce
the subject for the relevant section of the workshop and this would be followed by a series of
short presentations. As well as capturing the main workshop findings, the workshop report
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would attempt to capture the issues and nature of the discussions that follow the presentations.
The outcomes of the workshop as referenced in the workshop report should include
articulated concepts that he (Coxhead, as Task Leader) would be able to take to be reflected in
issue papers for consideration by WGB.

In her introductory remarks, Deng further refined the guidance on the method of work and
announced the following subject leaders for the five sessions of the workshop:

Session A: IT Data Handling and Confidentiality — Malcolm Coxhead and John Walker
Session B: IT Communications — Wang Jun

Session C: Equipment-Related Pre-Inspection Activities — Gordon MacLeod

Session D: OSI Equipment List — Vitaly Shchukin

Session E: Preparation for the Next IFE — Matjaz Prah
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SESSION A: INSPECTION TEAM DATA HANDLING AND CONFIDENTIALITY

Session A was introduced by Coxhead as co-subject leader for the session. He noted that
Chapter 10 and other places in the Model Text provide current draft guidance on
confidentiality and data handling. A major focus of this workshop would be how the PTS had
been working to address the lessons of the 2008 OSI Integrated Field Exercise (IFE08). In
addition, several other workshop presentations would cover these issues. Prospective issues
for discussion at this workshop in the area of data handling and confidentiality concern:

. Section 5.4, which currently deals with division of the Base of Operations (BOO) into
different activity areas;

. Arrangements for classification of information gathered in the inspection area (IA)
(paragraphs 10.4.12-10.4.16);

. Need to know issues (paragraph 10.4.20] based on classification of information and
data;

. Data protections (Annex 3.1) for practical procedures for protecting information and
data;

. Other Model Text topics, such as handling of photographic data (paragraph 6.7.3(d)]
and joint storage (paragraph 10.4.24).

Balczo began the technical presentations by introducing two presentations concerning data
handling given by PTS staff members. He noted that experience from IFEOS and the clear
need to deal with various issues related to the build-up for the next IFE have led to the
identification of specific issues of data handling and confidentiality that need to be addressed,
either within the MT or possibly in a “Confidentiality Handbook™.

Presentation: Ciganikova: “Data Handling During the Pre-Inspection Period”

Ciganikova reviewed the tight timeline associated with preparation for an OSI, which is
dominated by the six-day period in which much of the data needed to carry out the OSI must
be prepared. Timeline considerations suggest that certain types of data should be assembled
beforechand. A key question to be resolved was where the information will come from that
will be used during an OSI. She provided a list of the types of information that should be
included, such as data concerning the triggering event, boundaries of the inspection area (IA),
information from the requesting State Party (RSP) or other State Party, topographical,
geophysical, and geological maps, as well as the country file that provides background
information such as climate, politics, and seismic history. Sources of the information
proposed by Ciganikova were an OSI databank, the RSP, inspected State Party (ISP), other
State Parties, and from the International Monitoring System/International Data Centre of the
CTBTO (IMS/IDC).

She discussed the development of the databank for OSI, an activity that was part of the
current PTS action plan. Example tables of information that the PTS had identified as relevant
requirements were presented that included data items such as country profiles and standing
arrangements. In addition, there were different modules for geographical information systems
(GIS), personnel, budget and finance, equipment and storage, and environmental health and
safety. The next steps would be to identify the actions needed to organize the data, identify
the information requirements, and then to group the information requirements into models for
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the databank. Ciganikova reviewed other possible inputs to the databank, such as data related
to the consultation/clarification process; confidence building measures, cooperative national
facilities, and national technical means (NTM). In some cases the information might be
confidential. She also addressed other issues, such as the need for a common format for data
that can be used by the Technical Secretariat (TS) and the important reality that some data
coming from the IMS/IDC pipeline (such as results from radionuclide laboratory analyses)
might not be available within the six-day preparation period. She finished the presentation by
showing an example of the development of an initial inspection plan based on using the
databank.

Presentation: Labak: “Integrated Information Management System and Data Handling
During an OSI”

Labak reviewed the goals and status of current development of an integrated information
management system (IIMS) by the PTS. He noted that, during an OSI, the inspection team
(IT) conducts activities and needs to document findings in the form of the preliminary
findings document. A need to support the continuous flow of activities and daily operations
during an OSI and integrating data collected and analyzed with daily operations pointed to the
need for a data management tool. In addition to tasks such as logging activities and
documenting their results, the [IMS would have to be able to provide the IT with visualization
tools, capabilities for sharing data within the IT and with the ISP, integrating activities,
providing management tools, dealing with ISP needs, and dealing with information protection
requirements. One important issue was the process for entering data into the management
system. Labak defined the concept of defining a receiving area and a working area and
provided an example list of activities and objectives for each. He also reviewed some of the
issues involved with classification and data access, referring to the three levels of protection
outlined in the current MT. In his conclusion, Labak noted that the initial version of an IIMS
developed by the PTS was to be tested during an exercise in Vienna the week of December
13, 2010. The current version took into account the possibility of handling a continuous flow
of data as well as classified data.

Comments and Discussion

Ciganikova stated that the current concept for country profiles included in the databank for
OSI preparation would contain only open-source information and information provided as
part of standing arrangements. Other discussion of the preparation database revolved around
how to determine data formats (e.g. maps scales, details of profiles), how to control data
formats, and how these would be agreed upon. The important issue of the IMS/IDC pipeline
was also discussed, especially the issue of if and how data produced by the pipeline after the
startup of the inspection could be conveyed to the IT.

Most of the discussion about Labak’s presentation and the IIMS revolved around the concept
of the receiving area and the issue of protection of data, as well as the need to remove data
from the system if later deemed not relevant to the OSI. One participant commented that, in
addition to data, consideration should also be given to samples that are collected in the field.
Issues remaining to be addressed include what is the nature of the receiving area where
samples are concerned and at what point are analysis results entered into the IIMS, since there
is a separate chain of custody for samples and results of the analyses of samples that must be
stored. Other participants brought up the point that other types of data, such as visual



Draft WS-18 Report
Page 11

observation data (e.g., photographs, descriptions) also need to be considered for data entry; it
is important to keep the system flexible to handle different data types. With respect to the
review concept, it was pointed out that the concept of joint (IT and ISP) review of the data is
needed and should be included in concepts of the nature of the receiving area. When asked
whether the receiving area was a virtual area or a physical area, Labak replied that it is a
physical area, separated from other activities. Finally, there was extensive discussion of the
issue of when information might be deemed to be not relevant to the OSI. When and how this
is done and what happens with data already in the system are important concepts for the
design of the IIMS. Several participants noted that it is possible that relevancy for certain
types of information might not be determined until well into the inspection and after the
information is entered into the IIMS. This could be solved by requiring a mechanism for
removing information from the system deemed non-relevant. or perhaps by having the
understanding that the data would be returned to the ISP at the end of the inspection

Presentation: MacLeod: “OSI Confidentiality Considerations”

MacLeod reviewed current MT references related to confidentiality and relevant Treaty
language. He pointed out a basic concept from the MT that data is “born” OSI limited. In
other words, by default, data is assumed to be OSI Limited and action has to be taken to make
data or information more limited. Under the Treaty, the ISP has a right to protect national
security interests; this implies that it is important for the ISP to have people on hand during
the inspection to make decisions about sensitivity of information and data. Distinctions about
sensitivity should be made in the field before it arrives back to the base of operations (BOO).

MacLeod noted there were three different levels of information security called for in the MT;
he pointed out that it was important to realize that at each level protocols are needed for
marking the data and how it should be handled. Applying a classification invokes certain
obligations about protection and how data should be handled as paper records and within an
electronic database. For example, different levels of classification should not be mixed into
the same computer system. Another issue was how different classification levels for samples
should be handled — ideally, separate storage and analysis systems are needed at each level of
classification. All of these issues have certain impacts on the IIMS; the more equipment that
is needed, the more people that are needed to operate it, along with larger facilities to house it,
more power needed, etc. He also pointed out that need to know criteria create “stovepipes” —
narrow channels of information transfer that limit the synergy within the IT that could limit
team effectiveness. Finally, MacLeod brought up the issue of breaches to the classification
system — how is classified data removed from a computer system? These issues also come up
when the classification level of information is changed.

As an alternative to the three-level classification system inherent in the MT, MacLeod
suggested to flip the idea of “born OSI Limited” and simply use a system in which everything
is OSI Highly Protected and to which the entire IT has full access. With such a system there is
no need to have duplicate systems it eliminates the possibility of breaches and system
contamination.
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Comments and Discussion

One participant commented that physical security would be very difficult at the BOO and
wondered what would constitute a “serious” breach of security. Another comment was that, in
the system currently outlined in the MT, classification was done jointly by the IT and the ISP
and there was no automatic declassification; the preliminary findings document would be the
highest classification. There was a further suggestion that breach of information issues should
be covered somewhere other than in the OSI Operational Manual. One participant asked about
Treaty guidance on declassifying information after an inspection; MacLeod answered that the
Treaty was silent on this issue. In response to a question, he also said that in his concept the
level of OSI Highly Protected applied to everything. As a summary of the discussion,
Coxhead said that it might be useful to consider the concept of “handling” information at a
certain level of protection, notwithstanding how it may have been classified, for the purposes
of the OSI Operational Manual.

Presentation: Han: “Consideration on IT data handling and confidentiality”

Han stated that the goals for protection of OSI information are to gain the confidence and
cooperation of the ISP and to facilitate the successful conduct of an OSI. To ensure this, all
data should be saved in an unchangeable format every day, with joint storage by the IT and
the ISP. He also recommended that encryption be employed for data transmission and storage
and that wireless communication equipment and a writable optic driver should not be
included in dedicated IT computers to prevent unauthorized access. A computer should not
contain information higher than the classification of the computer. (This implies using
separate computer systems for each level of classification.) He suggested that paper
documents should have a chain of custody and that it might be necessary to have an IT
member be responsible for document management.

Comments and Discussion

The issue of removal of data from archives if they had been reclassified or deemed non-
relevant to the inspection was brought up — should they be removed from the archive? How
should this be done with electronic storage? Re-qualification of data might require the re-
qualification of the computer system on which they were stored. One participant wondered
which documents would need to be protected.

Presentation: Osugi: “Confidential Issues for CTBT”

Osugi stated that fundamentally there is a clash of interests concerning rights and obligations
in the Treaty that requires coordination between the IT and the ISP, implying that guidance
should be provided in the OSI Operational Manual to facilitate it. He suggested that there was
a need to avoid confusion between the terms “confidential” and “sensitive”. Thereby, he
divided information gathered in an OSI into two categories: category A, for which the TS
took steps for confidentiality, and category B for which the State Party (including the ISP
during an inspection) took steps for confidentiality. He suggested that the Director-General
(DG) is the place where information classified by the SP may be deemed relevant and thus
declassified and included in the final inspection report. (For information provided by the ISP,
the DG could decide to declassify such information himself. For information provided by
State Parties other than the ISP, the DG would need an agreement with the information
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providers on the declassification).
Session Comments and Discussion

Coxhead. as subject leader for the session, led the session discussion by providing his
summary of the presentations as follows:

The presentations covered the issues of:

. Handling and assembling information when the TS is preparing for an inspection
(Ciganikova)

. Providing tools for handling information in the field and organizing information
(Labak)

. The conundrum of how to deal with classification of information, specifically
concerning the possible value of a simpler classification scheme (MacLeod)

. The need to have a clear trail of information and definition of responsible parties (Han,
Osugi)

. Consideration of an approach used by the International Atomic Energy Agency (IAEA)
in reference to the CTBT (but it is difficult to understand how it might apply).

Finally, he challenged the group to consider what sort of adjustments to the draft text should
be considered.

The discussion of the need to know principle noted that it was currently based on having
various levels of classification, but if separate levels are not used, need to know would not
apply because all IT members would have the same information. General opinion of the group
was that such a principle is probably acceptable or even to be desired that all IT members
have access to the same information. A more fundamental question is whether the three levels
of classification currently advocated in the MT should be retained. Many of the group
suggested that the three level system currently proposed in the MT probably would not work
in practice. The single classification system is more streamlined and minimizes opportunities
for abuse. The subject leader asked if simplifying the system in this way was an attractive
idea and suggested that a tabletop exercise might help to clarify the issue of how to classify
information.

Further discussion focused on the core problem of how confidential information should be
protected. The idea currently implied in the MT is that there should not be too much highly
protected information. If everything is at the same level, the ability to single out certain types
of information might be lost. This issue should be dealt with in specific cases, not in the
abstract. Additional discussion concerned when a classification decision was made about
information — some opinion was that this only occurred when the PFD goes only to the DG —
and whether certain information could be withheld from some members of the Executive
Council (EC).

Additional discussion revolved around technical aspects of protecting information and
securely removing information with electronic storage. It is clear that Section A4 of the MT
creates security requirements that may have to be multiplied by three if a three-level system
of protection were to be used. Coxhead suggested that the procedures of the MT should be
revisited and exercises carried out to ensure the practicality and functionality of data
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management if highly protected became a common occurrence.

In regard to the issue of data protection. Coxhead suggested that a possible approach might be
something based on an IIMS system with access controls and/or encryption. It is desirable to
separate need to know from classification levels; every team member needed to access data
and inspection results, but on occasion it might be allowable to limit access to very sensitive
data. Coxhead suggested that this issue might be solved by introducing different mechanisms
such as having the ISP negotiate the assignment of conditions or by limiting distribution; in
this case protection would be defined via managed access rather than via a classification.
Recognizing that these data protection issues have major importance for the OSI Operational
Manual and implications for the development of the IIMS, Coxhead distributed a draft paper,
titled “Suggestion for alternative data protection arrangements”. A copy of this paper can be
found in Annex II.

Handling of Digital Images

Walker, as subject leader, introduced the second part of Session A, which dealt with handling
of digital images. He referred to the sections of the MT (Section 6.7, and paragraphs 4.3.13
(i11) and 6.2.6) that covered photography that were to be reviewed in the workshop. Walker
reviewed experience from IFEO8 and some of the procedures used for handling photography.
As played during IFEO8, the ISP put no restrictions on taking photographs. Back at the BOO,
photos were later reviewed by the ISP and only a few were then determined to be
confidential. These showed photos of boreholes and as such were classified by the ISP as
Highly Protected, and could not be removed from the ISP’s territory. This provoked IT
objections as the team wished to include these photographs in its Preliminary Findings
Document. This issue was unresolved in the IFEOS through lack of time in exercise play.

Walker referred to relevant lessons learned from IFEOS that included issues of associating
global positioning system (GPS) data with photos, cases where frame numbers were missing
in sequence, and problems with associating map coordinates with initial overflight photos. He
noted that IFEO8 experience provided much procedural information to help with the
development of standard operating procedures (SOPs).

Referring to a list of questions for discussion, Walker questioned some aspects of the
procedures used during IFEO08. Some of the questions included: Is the log of photo file
reference (JPEG) numbers (with shutter release count number) adequate? How should images
be handled that are deemed to be confidential? The onus is on the ISP to control photography
if it has concerns, so how much procedural information should be included in the operational
manual? Other issues included relevance, joint storage access, facilities needed for review and
storage, and how photography should be linked to maps. All of these issues should be
included in procedures contained in SOPs.
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Presentation: Arndt: “Handling of digital images and experience from forensic works”

Arndt introduced Christoph Kaltseis, a freelance photographer with expertise in forensic
photography, who presented an overview of a commercial software package from Adobe and
who shared some ideas about how forensic photography was applied. Kaltseis began by
pointing out that with a digital single lens reflex camera (DSLR) the software could detect
any changes to the original image. For cameras with high light sensitivity and range, post-
processing could be used to enhance features on the image. Cameras could be designed to
record raw images in dual, non-alterable cards within the camera. An important point he made
was that saving raw files (at the bit level of data) was the most secure way to ensure that the
image had not been tampered with. The JPEG file convention was a compressed mode from
the original and with it some information was deleted. A shutter counter could detect changes
to the memory card or missing images. The latest version of Adobe Photoshop®, version Cs3,
can handle 16 bits per colour channel which (in the case of the red, green, and blue (RGB)
channels) brings the information depth to 48 bits. If the operational mode is set to high
dynamic range (HDR), the software is able to handle even 96 bits — which is the current state
of the art in image processing. All changes to the original image are stored in an image file
which is paired with a read-only tamper-proof text file that lists all the steps in processing
leading to the image being viewed. Other special functions in the software check image
alignment, can stack multiple images to check for changes and eliminate noise, and can allow
for metering (making precise measurements of the dimensions of objects in an image).
Kaltseis illustrated many of his points, including the concepts of image version tracking and
use of metering methods (for estimating the size of a crater), with examples taken from IFE08
and from the recent DE10 in Jordan.

Arndt point out that, in order to use digital photography, SOPs will need to be meshed with
procedures in the OSI Operational Manual. The retained original stored raw data file, which is
authenticated using special software from the camera supplier, serves both sides as an
absolute reference, which is more secure than analogue media (film photography). In
addition, digital photography allows the IT to easily enhance specific features in order obtain
more information from an image and enhance OSI capabilities.

Comments and Discussion

In leading the discussion, Walker started by outlining several general issues that could be
covered:

1.  Are the procedures contained in the MT adequate or about right?
. What types of SOPs are required?

3. The concept of operations for photography should include issues like how many photos
to take and for what purpose.

4.  Guidelines should be included (in the MT or SOPs) for joint storage of original media
and processing steps.

5. Guidelines should be included (in the MT or SOPs) for the role of hard copies of photos
for inspection reporting.

In an initial comment, one participant noted that the MT still referred to older film systems; it
needed to be changed so that the language was not specific to a particular technology (e.g. wet
rooms and dark rooms). Walker noted that, in addition, the SOPs for photography and visual
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observation would have to keep up with changes in technology, but the MT should stick to
“principles” independent of technology. Another participant suggested that the definition of
photography could be taken to include multispectral imagery, since some cameras can record
in those spectral bands. In reply, Walker noted that photography, as he interpreted it, referred
to the visible spectrum.

Concept of Operations for Photography

Several participants commented that the number of photos taken should probably be limited
in practice — too many photos create problems of accounting, review, etc. — but this must be
balanced against the possibility that certain photos might be the only chance to record a short
visit to a particular place. Several purposes of photography could be envisaged, such as
photos of sampling points or instrument settings as well as general reference and forensic
photos. It would probably be useful to define all the uses of photography in an SOP as well as
to prescribe an “inspection relevant culture”. Other comments dealt with technology-related
issues that should be considered, such as how to define the recording media, how to define or
specify the software in the camera, what metadata should be included with raw photo data,
and how to deal with failures of technology, such as when a GPS reference for a series of
photos fails. Finally, one participant noted that many of these issues were considered in the
current SOP for visual observation.

Role of Hard Copies for Photography

The main question considered was: “Is there a case for a hard copy of all images or should the
IT rely on a specific technology?” A participant pointed out that, for the IIMS that was being
developed by the PTS, hard copies of photos or documents were scanned for archiving so, in
this case, a hard copy ended up being an electronic file. Another participant noted that during
IFEO8 each hard copy that was highly protected had to be signed and dated; this could be
difficult to do for all photographs, especially if there were hundreds. Another person pointed
out that the use of hard copy had logistical requirements — ink and paper at the BOO. Another
point was that something close to the original image should be stored as a record, but printing
copies should only be used as a tool for the work of the IT or for reporting. General consensus
was that the system used should be practical and useful in the field and this should be
reflected in the MT.

Issue of Joint Storage

Walker pointed out that joint storage was used in IFEO8 for only a few copies of photos, and
that confidentiality played a critical role. A participant noted that the OSI Operational Manual
referred to joint seal/storage as part of the rights of the ISP; an important issue is how this
should be dealt with within the IIMS. Another comment was that, in a database system, taking
IT-owned items out from such joint storage can be a problematic issue; photographs
determined to be sensitive might be allowed to be put into the database and stored separately.
There is a need to review what is meant by joint storage — does it include physical separation
as well as the way data is handled? Another issue brought up was the case when the ISP
provided the photographers — the timing of photo release, how photos were handled, etc. and
what is the meaning of joint seal if the ISP keeps the first generation of the photographs. It
might be the case that the ISP wants to allow only limited release of photos to the IT. One
participant summed up many of the issues by stating that the first layer is the ISP right to
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retain the first generation product; the second layer is dual seal availability to both the ISP and
IT; the best way to prevent disputes about retention is by agreeing on the photograph
composition in the first place, when it is taken in the field. Again, a key element is the
marrying of technology with the SOPs for visual observation and data handling.

Further discussion focused on some of the technical aspects of forensic cameras. One
participant questioned whether a photographer provided by the ISP would be able to properly
operate a camera provided by the TS. Kaltseis noted that the type of camera he described was
capable of having general settings programmed into the camera software ahead of time, so
that the operator would only have to point and shoot. Another point made was that there
might be some role for the use of “ordinary” (e.g. non-forensic) cameras. A high technology
camera could be used for a specific photographic record and other cameras could be used for
general use and reference. All of these issues need to be considered in the concept of
operations along with the need to protect integrity and confidentiality. These issues could be
the focus of a specific future workshop.

Walker summarized the discussion by saying that there is a clear need to merge technology
with the SOPs and in the general text of the MT. A special workshop on photography should
be a recommendation of the workshop, and many of these concepts should be included in the
inspector training for visual observation.
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SESSION B: INSPECTION TEAM COMMUNICATIONS

Wang, as subject leader for Session B, introduced the communications concept with a
diagram of communications flow, organized by elements of the OSI (e.g. the DG, EC, TS, IT,
RSP) with lines between elements representing lines of communication. Another viewgraph
provided a list of basic assumptions that he proposed the group try to reach agreement on:

. Redundancy of communications equipment with backup sets and alternate means.

. IT self-dependence and sufficiency for communication equipment at start-up, subject to
later arrangements with the ISP.

. The range of operation of the equipment should be requirement driven and modified to
fit possible scenarios.

. Lessons of the past can be of reference but should be open for the future to allow for
possible technical improvements.

. A minimum threshold of communication standards should be established which will be
the standard for negotiation with the ISP.

. Confidentiality issues should be minimized while maximizing safety and security

factors (more back up and more margins for health and safety).

For the scope of the discussion, Wang suggested that the group review procedures but not text
from the MT. Technical requirements from Annex A2.2 should be reviewed with a goal to
identify further issues for elaboration. Technical concepts and specifications should be
reviewed with an eye towards the next stage of development of the MT to be ready prior to
the next IFE.

Presentation: Prah and Abushady — “Communication Testing during DE10”

The purpose of Prah’s presentation was to review the communications requirements of the
Treaty and the process of PTS development of communications capabilities for an OSI. He
began by emphasizing the right, defined by the Treaty, of the IT members to communicate
with each other and with TS. Not only is this an important aspect of the Treaty, it is also
vitally important for health and safety. Prah noted that development of communications
capabilities have been a continuing activity of the PTS, with testing of various aspects of
communications during previous field tests and directed exercises in 2002, 2005, 2006, IFE08
and during the recent directed exercise, DE10, which took place in early November 2010 in
Jordan. He outlined some of the different types of communications: between the IT in the
field and the Operations Support Centre (OSC); within the IT; and communications during
overflights between IT personnel on the plane and on the ground.

Some of the technical means being considered and tested were communications by satellite,
cell phone and land lines, as well as communications provided by the ISP. Options for
communications between the BOO and the team in the field that were being considered
included high frequency (HF), very high frequency (VHF) and ultra high frequency (UHF)
radios connected via a network or via satellite phones.

As an introduction for the following presentation by Abushady, Prah outlined the objectives
of DE10 for communications, which were to test synergy and communications concepts and
hardware solutions for OSI and provide base level experience for development of SOPs for



Draft WS-18 Report
Page 19

communications. He noted that, for DE10, an area was chosen with rugged terrain in order to
provide realistic challenges to OSI communications.

Abushady reviewed equipment aspects of the DE10 communications exercise. He described
seven different communications systems that were tested and provided assessments of how
they performed. The Iridium satellite system provided on demand calls and was relatively
easy to set up and use, but the system was expensive to operate, and there was no GPS
capability. This system would be recommended for use only as a backup. The Inmarsat
BGAN broadband system had the advantages of small size and short setup time; it was good
for data transmission but was also expensive. This system was also recommended as a
backup. The Very Small Aperture Terminal (VSAT) system had a high investment cost, took
time to set up and had relatively large size, but it was highly reliable and stable and
inexpensive to use. This system was recommended as the primary means for OSI
communications.

Abushady noted that because of technical difficulties at headquarters in Vienna, it was not
possible to test secure communications fully during DE10. However, it was possible to test
some secure communications incorporating cellular and land line connections. The Sectra
Tiger XS was found to be a good system for secure communications between the inspection
team leader (ITL) and the DG. The SPOT personnel tracking devices operated within a
vehicle and were inexpensive, but they needed an active data connection for viewing locations
of the units. This system was also recommended as a backup. A system developed by the
CTBTO, called the CTBTO flightcase solution, utilized long distance (HF) and short distance
(UHF) communications for tracking units. By means of links between the HF and UHF
systems, all units could be tracked. Abushady pointed out that modern digital systems had the
advantages of being able to track people as well as give priority to voice (UHF islands were
connected to each other and base via HF). An alternative solution to ground-based systems
was to use satellite instead of HF on the ground; in this case repeaters and antennas were not
needed. He described the hybrid system of HF and UHF radio combined with satellite
connection that was the current system favoured by the PTS and showed examples of some of
the hardware and display systems. In summary, he said that the solution worked and the
digital UHF added certain capabilities, but more testing was needed to address issues such as
HF interference, antennas, and packaging/physical design issues.

Comments and Discussion

In response to a question, Prah said that by tuning the antennas, 90% radio coverage could be
achieved in areas of rugged topography and this could be adapted by relaying messages via
other vehicles. Prah also added that the tracker devices included an emergency alert capability
and that this technology was changing rapidly. On encryption, Prah said that UHF radios had
encryption capability, but not at the level of secure devices. When asked how ready the PTS
was to develop equipment specifications, Prah said that they should be ready by the end of
2011 for another test. One participant pointed out that the PTS needed to establish a set of
minimum requirements for the type of communication system that the ISP should provide.
Another participant noted that communications procedures were another important issue, and
Prah replied that the PTS had started development of draft procedures.

Wang summarized the discussion as follows:
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. Significant progress in communications development has been made.

. A standardized requirement for communications should be updated and proposed by the
PTS.

. Policies regarding the use of communications are needed, including a minimal set of
requirements (including security, and health and safety) in the form of SOPs or at a
higher level.

. Specifications for communications equipment need to be developed.

Presentation: Gordon MacLeod “OSI Communications”

MacLeod started with a review of the Treaty and Protocol and language concerning rights to
use secure communications and the right of the IT to communicate with each other and with
the TS. He referred to the current MT language as having two “flavours” — one level it
describes how some communications are to be accomplished, but it also modifies the Treaty
by creating certain caveats and restrictions not found in the Treaty or the Protocol. He pointed
out that, since the ISP would provide the means for communication during an OSI, there is in
reality no need to invoke restrictions in the OSI Operational Manual. MacLeod followed this
up by providing an example of how the ISP and the IT could work together to arrange that
communications meet the functional requirements of the IT. He proposed that the MT provide
a “how to” in regard to communications and define a set of minimum equipment capabilities.
The MT should avoid restating Treaty language and avoid restrictions on when and why the
IT and the TS communicate; arrangements between the IT and ISP will establish what
restrictions are needed. Where the MT currently refers to particular types of equipment (e.g.
use of two-way radios) it would be better to outline basic standards for equipment rather than
to set out specifications defined by specific technologies. The specific needs that MacLeod
identified were communication needs in the field and between the BOO and the TS, voice
between team members, overflight communications in the air and between air and ground,
and the important needs of inspector morale (e.g. internet access, home calls, satellite
television access).

Comments and Discussion

When asked whether communications between the teams on the ground and those in the air
on an overflight is necessary, MacLeod noted that communications provides redundancy,
which is needed for health and safety, and that it is needed just for carrying out the activities
during the flight. A comment was made that such communications will need to be sure not to
interfere with flight controls or operations. Another point made was that for continuation
period techniques, it may be important to send data to the OSC for processing; MacLeod
noted that such communications would be for data only. In response to those who might
object to such data transfer, Shchukin noted that it may be in the best interest of the ISP to
have off-site analysis of CPT data; many of the issues could be solved by resolving the
communications issues. A question was asked about the case where the ISP provided the
communications and whether this equipment had to be included in the CSP approved list of
equipment; MacLeod suggested that this could be solved by developing minimal
requirements, approved by States Parties.

Coxhead suggested that some parts of the MT need to be revisited; standards for
communications need to be defined and the issue of equipment provided by the ISP need to be
addressed. The functionality of communications equipment provided by the ISP should be the
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same as that discussed here. The question is not so much what is needed in the manual, but
rather what technical solutions are needed. In any case, parts of the manual may still need to
be updated. Wang suggested that the discussion pointed to a need for a spectrum of
documents: a paper defining equipment specifications, start up requirements, and basic
objectives; a document outlining broad understandings for both parties; and documentation on
technical and operational aspects in the form of SOPs supported by templates, logs, etc. The
question of how many details to put in to these documents and how to be immune from future
technical developments is an open question. Standards need to be present whether or not
specific equipment becomes included in the approved equipment list. Difficulties could
develop if specifications are made too fine and prevent use of future technical solutions.

Presentation: Balczo “Implementation of the Encryption Technology for OSI Purposes —
Introduction”

In the final presentation of Session B, Balczo provided an overview of PTS activities in the
area of preparing for secure communications during an OSI. He began by saying that what he
would present was only initial work on the topic; the PTS needed much more experience and
guidance on secure communications. He noted that secure communications involved
technology, coupled with non-technical issues of confidentiality and the rights of the IT.
Referring to paragraph 4.5.21 and Chapter 10 of the MT, he said that he thought that there
was little need to encrypt voice communications from the field to the BOO and the MT should
be modified in this area. He also referred to A3.1.14 through A3.1.16 of the MT, where
encryption requirements were specified for the case when communications involved highly
protected information. This also referred to some of the earlier discussions about
confidentiality earlier in this workshop.

Balczo went on to discuss some initial systems that the PTS was investigating for dealing
with encryption. The system being studied at the time was the Tiger XS personal encryption
device for mobile and fixed communications (voice, data, fax, and secure messaging). He
reviewed the technical details of secure voice, data, and fax transmission. This system was
certified for European Union (EU) and North Atlantic Treaty Organization (NATO) standards
for secret information; it employed a system administrator, a Tiger administrator, a cryptology
custodian, and a system technician. The system did not work for all telephones. The PTS was
still studying the system and new developments continued to occur. The system could also be
used for land lines. He noted that, in order to use the system, PTS personnel would need to
have vendor-required training for all elements (administrator, custodian, user) on how to use
the system.

A prototype encryption system was technically tested on receipt by the PTS and used during
DE10. It was easy to set up and reliable. Balczo noted that a lot of lessons were learned from
DEI10, such as how deep the PTS had to go into development to adapt the system for OSI use.
In DE10 encryption was tried using various types of communication equipment.
Communication from the field to the BOO worked fine, but communication from the BOO to
headquarters in Vienna had some difficulties (related to the use of analogue lines). The source
of most of the problems had been identified and could easily be solved. Many of these lessons
learned will be incorporated into the establishment of the next version of the OSC.
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Comments and Discussion

There were many questions about encryption keys, how they are handled and changed. Some
of these issues were operational and some were system specific. Solutions would come by
matching technology solutions with operational procedures. In response to a question, Balzco
noted that effects on the efficiency of encrypted data transmission were not tested. He also
noted that encryption currently was not part of the communications system. Additional
discussion concerned the level of training needed for the systems and operational and
maintenance requirements, which had important impacts on IT operations. When asked how
ready the PTS was to give a proposal to WGB on encryption, Balzco answered that at the time
the PTS was evaluating the exercise and that they would need to carry out a follow up
procedure; thus they would not have a proposal ready for the next session of WGB in
February 2010. Wang suggested that an update on progress at the next OSI workshop or
during the August 2010 session of WGB might be appropriate. Finally, a participant
suggested that information relative to the certification of an encryption system might be
available from the EU or from NATO.

In summary, Wang suggested that there were several layers of issues concerning encryption:

. Policy guidance — there is not yet a consistent view on communications; particularly
between the IT and headquarters.

. Technical issues —initial testing had been successful, but formal reporting is needed.

. Provider issues — the market for technology is not necessarily open.

. Procedural issues — the MT needs to be reviewed. What is the basic logic for
communications and what needs to be shared with the ISP.
. SOPs still need to be developed.

Coxhead added several more issues for consideration:

. Do States Parties need to determine the levels of encryption needed?

. What is an adequate standard?

. The system described might work for communications between the IT and DG, but
might not be suitable for regular use in the field — what is needed for regular
communications?

. Should use of closed communication networks be considered?

Finally, he expressed the opinion that there is no need to define encryption standards in the
OSI Operational Manual in any detail.
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SESSION C: EQUIPMENT-RELATED PRE-INSPECTION ACTIVITIES

MacLeod, as subject leader for Session C, introduced the session with an overview of relevant
material contained in the current MT. He noted that Section 3.9 had been modified as a result
of discussions during the past few sessions of WGB and that there was an issue paper (IP_5)
currently posted on the Expert Communication System (ECS). Finally, he emphasized the
importance of equipment-related pre-inspection issues by noting that what was done in the
pre-inspection phase and packed and shipped into the country would determine the success of
the inspection.

Presentation: Arndt “Preparation of inspection equipment and related documents for
the mandate”

Arndt provided two examples, based on PTS experience from IFE0S8, of types of equipment
lists. The lists shown were lists of equipment in a container. He used these to show the need
for guidance as to the level of detail that should be included. Should calibration history be
attached? How should the TS document the fact that equipment is working?

Comments and Discussion

A participant commented that, to facilitate activities at the POE and equipment checking,
documentation must be consistent. Reference should be made to the list approved by the CSP
as well as the mandate, with a unique cross-reference identifier. Such cross-references and
lists would also help to facilitate TS equipment selection by using records such as equipment
use or maintenance history. Arndt noted that there was a plan to include reference
documentation of the CSP approved list as well as use of sealed containers with sealed boxes.
The history of the instrument would be part of a “subdocument” that included calibration
data. Other recommendations were to have a picture of the equipment attached to the
container, have TS personnel who were involved in equipment packing be part of the IT, and
to use bar codes. Arndt noted that a bar code system was under development as a major
project of the action plan for logistics along with the rapid deployment system. Coxhead
noted that the distinction between core and auxiliary equipment was a good question and was
a key to answering the question of what was meant by equipment checking. It would be
important to find a middle level for documentation and cross checks that included all the
needs for preparation, packing, shipping, and checking at the POE. One thought expressed
was that core equipment could include items such as cables, and auxiliary equipment and
would be things such as sleeping bags; but another opinion was that items such as cables
could be used for different purposes and thus not be core equipment.

Presentation: MacLeod: “Pre-inspection activities”

MacLeod began his presentation by saying that most of his remarks were based on his
experience with the Threshold Test Ban Treaty (TTBT), which from his perspective had a
similar technical depth to the CTBT and similar issues with respect to equipment preparation
and checking. He noted that discussion of Issue Paper 5 was open on the ECS and concerns
Sections 3.3 and 3.5 of the MT. MacLeod stated that there were three categories of pre-
inspection activities: 1) equipment selection; 2) equipment preparation; and 3) equipment
documentation. Focus in this period should be on four key elements: 1) the level of ISP
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logistics that would be provided; 2) lessons learned from previous use of the equipment; 3)
equipment certification; and 4) equipment lists — the one for the mandate as well as the lists
needed for shipping and packing. Standing arrangements were the key to the pre-inspection
phase because they determined in a large sense what would need to be off-loaded at the point
of entry (POE).

Delving into some of the details, MacLeod noted that it was important to maintain a history of
how well a particular piece of core equipment worked; brand-new items, with no operational
history, might not be the best. It helped to know how reliable the equipment was and how it
fitted to a particular environment. Equipment with a history of problems should be relegated
to training use or for spare parts. It was also important to have equipment spares. Exercises
would help the TS to learn what particular needs would be in terms of equipment replacement
and back-up. He noted that procedures were also needed for the period at the end of an
inspection to decontaminate it and make sure it was ready for the next use. Naming and
packing of equipment was an important consideration; division of equipment categories as
auxiliary and core might not be sufficient and further subdivisions (e.g. administrative, initial
period, continuation period, drilling) should be considered. Multiple types of lists need to be
considered in preparing for an OSI: examples are container lists, the shipping manifest,
inventory lists, certification lists, technical check lists, as well as the mandate list.

Referring to the MT, MacLeod suggested that a clearer distinction be made between
certification seals and tamper indicating devices (TID), and that the MT contained a mixture
of lists and purposes. For example, the mandate list needed to be as simple or “clean” as
possible; currently there is a mixture of lists and purposes and no clear cross reference
between the mandate and the list of equipment certified by the CSP. MacLeod closed his
presentation with the following recommendations for the equipment list used for the
inspection mandate:

. Use the equipment name as listed in the approved (CSP) list;
. Identify the inspection period when the equipment will be used;
. Include a reference code tied to the list of CSP approved equipment.

Comments and Discussion

In reference to the level of detail needed, a participant asked whether something like a
hammer should be bar-coded. MacLeod replied that every piece contained in a toolbox did
not need to be listed. There was also the issue of how to mark and certify such small pieces of
equipment. When questioned about expendables, such as paper and printer cartridges, he
suggested applying common sense; the mandate list was very general; the place where
documentation was needed was for the case of information-gathering equipment -- the level
of detail should be appropriate to the type of equipment. He also noted that a detailed list
might actually expedite equipment checking — the level of detail might not be an issue for
this, but it might be an issue for approval of the list approved by the CSP. Coxhead noted that
at one level the list is for the mandate; at another level the purpose is transparency. Other
comments were that legal procedures and facility agreements could help to facilitate checking
and entry and that it could be useful to have a customs official present during certification,
since equipment is present for examination at that time. Other comments referred to the need
to pack the equipment intelligently with a mind as to when it would be needed and possible
issues involved with software checking. A suggestion was made that software as part of a
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particular piece of equipment should be part of the mandate. Prah noted that many of the
issues under discussion were being addressed by the PTS; a current project projected use of
20-24 containers for an OSIL.

Discussion also turned to the issue of medical supplies, including drugs or other controlled
substances as well as special items like calibration sources for radiation measurement
equipment. Coxhead suggested that there should be clear understanding between States
Parties that such items have special understanding under this Treaty; the list of equipment
should have some drugs and approved medical equipment that could be handled merely as
part of the approved equipment list. There was also a need to define the different categories of
things on the list; someone needs to do an analysis of what the separate things are — as an
example for communications, the ISP would provide equipment, but the IT would have to
have some of its own. There should also be modular concepts for various deployment
strategies and different scenarios. A participant noted that such issues could be covered in
concept of operations planning, with different plans for different scenarios. The plans could
be minimal, but still have some level of detail according to environment and an associated
equipment list. Walker noted that the OPCW has lists to the level of “first aid kit”, for
example, with details of the contents, and also has a list of allowed drugs.

In further discussion of software checking, MacLeod suggested one way would be to start up
the equipment and check the software version, or to load software onto external media for
checking, or to include software in the equipment familiarization. Another comment was that
checking was not actually turning on equipment but merely checking seals at the POE. Arndt
noted that software could have different functions and be subject to constant updates, so
flexibility in checking is needed. He suggested that a special workshop might be needed to
discuss software. MacLeod suggested that the TS would certify software in the equipment and
put a tamper proof seal on equipment. The TS has to have the right software in a machine and
the right software in the mandate; the question is at what level of detail the CSP would
approve the software.

Additional discussion of software touched on making a distinction between machine software
(e.g. operating systems) and analysis software, functionality of the equipment associated with
the equipment (how complicated does it need to be) and software used for data collection. It
might be possible to simplify some of the issues by using simpler technology, but this might
not always be possible when using commercial products. One suggestion was that some
questions of transparency might be dealt with via the equipment calibration process.

Coxhead introduced the issue of equipment spares; the serial number of the equipment and the
possible need to check it against the mandate. He noted that in current concepts, the mandate
is unchangeable, and all possible items of equipment must be listed, including replacements.
One approach for allowing spares would be to make the mandate more general and not
include serial numbers; this would allow spares and substitutions. He suggested that alternate
ideas on how to deal with this issue in the mandate should be tested with a tabletop exercise.
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SESSION D: OSI EQUIPMENT LIST

Shchukin, as subject leader for Session D, introduced the session by discussing the role of the
equipment list in the Treaty from Part II, paragraphs 36, 37, 38, 50, and 51, of the Protocol —
the list of OSI equipment approved by the CSP; core equipment and auxiliary equipment
specified in Part II, paragraph 69 of the Protocol, and provisions for equipment certification,
calibration, maintenance, etc., and the acceptance of approved equipment by the ISP on
arrival of the IT. He noted that OSI Workshop-6 accomplished a great deal of initial work of
creating the equipment list, with further later contributions and modifications. From time to
time there is a need to modify specifications (e.g. ongoing modifications to still photography
equipment which were also discussed at this workshop), but it is important to try to avoid
making frequent changes. The general approach for the list to date has been to identify the
type of equipment in conjunction with OSI activities and techniques, with primary functional
requirements and technical specifications for the main components. Shchukin noted that some
equipment (such as that needed for drilling) had not yet been considered by WGB and pointed
out that there was still time to review the entire draft list of equipment. He provided a list of
issues for discussion, which includes: how to include auxiliary equipment; how to deal with
software, what is the level of detail needed, what is the experience from other treaties, and
how WGB should proceed to a final version of the equipment list. In addition, he suggested
that the group consider what identification information was sufficient to satisfy Part II,
paragraph 51, of the Protocol (checking at the POE), and what information was needed for
implementation of paragraph 38 (certification and seals).

Presentation: Arndt and Melamud: “Preparation of list of OSI equipment for approval
by 1* conference of States Parties”

Arndt referred to the paragraphs in Part II of the Protocol regarding the list of equipment
(paragraph 36), the first mention of auxiliary equipment (paragraph 37) and the provisions for
maintenance, certification, and seals (paragraph 38). He proposed that the Organization for
the Prevention of Chemical Weapons (OPCW) list of equipment be considered as a possible
model for the OSI list. Some questions that need to be considered are which provisions are
missing for OSI and which might not be needed. There are also questions about integrating
calibration information into the list and whether there should be separate lists for core and
auxiliary equipment. How should a balance be obtained between being too generic and too
specific? Arndt used as an example a portable compressor unit that was used during the 2009
noble gas experiment (NG09) and tried to fit this equipment into a list similar to that used by
the OPCW. His opinion from this exercise was that the OPCW list may be too generic. He
presented a prototype table with suggested headings for the equipment list to be used to
generate discussion. He noted that the equipment that had already been acquired for testing
and training purposes (such as ground penetrating radar units) was developed as a result of the
original work of OSI Workshop-6. The seismic aftershock measurement system (SAMS) was
a good example of core equipment. He noted particular issues concerning software: for most
off the shelf equipment, software went with the equipment; in addition there was processing
software that was often needed. The IIMS would be the bridge between field equipment and
software and the data processing software (e.g. such as is used for data collection and
processing in the SAMS). He closed by suggesting some issues for discussion: formats for the
tables of equipment lists; relevant procedures and text associated with each cell in the tables;
and finding a definition of core and auxiliary equipment and software.
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Comments and Discussion

In response to a question, Arndt indicated that the list could be sorted by subgroups. Other
discussion concerned what types of information should be included in the list for approval by
the CSP; one view was that certification and calibration information belong in the tracking
and mandate lists, but this may also be problematic. The balance between generic and detailed
information in the list is also important. Another participant noted that specifications for
equipment should ensure no non-relevant use during an OSI and that distinctions should be
made between ‘“standard” use of the equipment versus uses specific to OSI. Shchukin
suggested that it is time to begin work to “fill in the boxes” of the equipment list; for example
the SAMS equipment list is ready for consideration by WGB soon. Again, opinion was
expressed that calibration and certification columns are not needed in the CSP approval list;
another person pointed out that the same arguments were considered in the OPCW and this
type of information was not included. Shchukin suggested that the nature of the list for
approval by the CSP was a good subject for an ECS discussion, which could also be geared
towards what should be included on the database on equipment.

Presentation: Jia: “Consideration on the OSI equipment list”

Jia noted that the direct evidence of an underground nuclear explosion (UNE) is radioactivity
and noble gases emanating from soil with radioactivity ratios conclusively supportive of an
UNE, so radioactivity measurement equipment is a key element of an OSI. He presented a
statistical approach for making a decision on radiation anomalies. In order to reduce the
uncertainty of a decision, more samples would be needed, so more sets of equipment are
needed. The selection of equipment should be based on evaluation of the effectiveness and
applicability of equipment used in different scenarios. During development of inspection
equipment, necessary software and hardware methods should be applied to ensure that the
equipment can only collect information related to the purpose of the inspection, and post-
processing methods should not be used to blind relevant information after measurement. The
logistic support to inspection equipment should be simple and convenient to ensure successful
conduct of an OSI.

Comments and Discussion

Some of the discussion focused on measurement restrictions for gamma measurements; the
general suggestion was that these issues are an important way that technical solutions can be
used to solve political questions. A participant also pointed out that issues such as
measurement restrictions have to be included in the equipment list.

Presentation: Milbrath: “OSI Equipment list (with some focus on radionuclide/noble
gas)”

Referring again to references to equipment in Treaty from Part II, paragraphs 36, 37, and 42,
of the Protocol, Milbrath pointed out that not all equipment is brought on all inspections; the
list does not specify what equipment would be used for a specific inspection; and the list does
not deal with development priorities. He noted that during OSI Workshop-6 a table was
developed of functional requirements and equipment specifications. He suggested a pathway
towards developing an equipment list consisting of three steps: 1.) Develop the structure of
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the list and the type of information needed; 2.) Select what equipment is to be on the list; and
3.) Determine the specifications of the equipment. He noted that both the PTS and States
Parties should contribute by suggesting specific models of manufactured items as examples
and that the list should be updated and amended as needed. In terms of level of detail,
Milbrath suggested that naming specific makes and models of equipment should be avoided.
He suggested that workshops or expert groups could provide a forum for development of the
list, noting that, although not all technologies are ready for complete specifications; 85-90%
of the equipment should be easily agreed upon. He provided an example of a possible
structure for the list divided into categories of core and auxiliary equipment with the kind of
information needed (in addition to technical specifications); a description and intended use
(where it would be used); items grouped by how they are to be used (e.g. SAMS); and general
operating requirements and specifications. Milbrath proposed that the list should be developed
in parallel with a concept of operations and knowledge gained over time with development of
the equipment should be continually incorporated. He followed up his structure description
with an example drawn from radionuclide/noble gas equipment — soil gas measurements are a
good example of the development of a concept of operations and equipment in tandem.

Comments and Discussion

A participant expressed agreement with the idea that the concept of operations works together
with development of capabilities, and Milbrath pointed out that both do not have to be done at
the same time. Another comment supported Milbrath’s diagram of the equipment
development cycle as a good technical approach and Milbrath noted that in the cycle, “ready
for approval” meant the equipment was established and ready to remain in that status until
entry into force (EIF) and the CSP-1. In response to a question, Milbrath agreed that
functional requirements could be included in the development cycle; others reminded the
group that specific restrictions and security aspects of equipment need to be included as well
as part of the specification stage. Shchukin noted that the role of WGB would be approval
once the initial specifications are developed and agreed upon. Other comments emphasized
the importance of testing and exercises, training, and the method of work used during OSI
Workshop-6 where expert groups were used to develop specifications. An important point
was made comparing the OSI equipment list with the process of approval of station locations
for the IMS — some stations had to be moved; but the general status is that of “...approval
subject to final approval by CSP...”. A similar approach could be made for OSI equipment to
have some equipment ready ahead of EIF.

Presentation: Walker: “OPCW and approved equipment issues”

As a way of clarifying the experience of the Organisation for the Prohibition of Chemical
Weapons, (OPCW), Walker provided a quick overview of how equipment lists were
developed and handled in the Chemical Weapons Convention (CWC) and how they were
presented to the First Conference of States Parties (CSP). He also discussed how changes to
the list are handled, how equipment familiarization is done, and how the equipment is
presented in inspection mandates. In Walker’s opinion, all of this provides lessons for
CTBT/OSI. Walker noted that the OPCW list includes specific operational requirements,
technical specifications, and common evaluation criteria (e.g. air transport, drop tests, etc.).
Health and safety equipment is included (the suggested medical kit is left to the physician)
and there are a total of 22 separate cross-referenced documents that comprise the technical
specifications. Walker showed a specific example of a list and suggested that participants
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refer to the OPCW web site where a copy of the First Conference of States Parties Decision
on approved equipment can be found at http://www.opcw.org/documents-reports/conference-
states-parties/first-session/, which has a table with references. Some of the categories of
equipment used by the OPCW are “portable”, “protective and safety”, “medical”,
“administrative”, and “occupational health” items. As an example of operational requirements
used by the OPCW, Walker showed those for a gas chromatograph/mass spectrometer, which
had relatively general descriptors. He used health and safety equipment as an example of
general requirements.

With respect to amendments and changes to the OPCW list, Walker noted that the OPCW can
change requirements as a result of field experience; when a change is put to the CSP, certain
justifications and requirements, along with alternative benefits are generally -cited.
Notification of changes are worked through the DG and a new familiarization process takes
place. Familiarization is done “...sufficiently prior to its use on the territory...”. An approved
mandate format is used for regular challenge inspections; the States Parties would already
have the technical details of the equipment, so they would only need to refer to the name of
equipment. Walker provided an example of an equipment list used for an inspection. In his
conclusion, Walker suggested that the OPCW is a good model for what is done in OSI as it
addresses comparable concerns in the CTBT context — confidentiality, security, safety, and
technical specification details..Its regime also offers the States Parties opportunities to
familiarise themselves thoroughly with inspection equipment at the OPCW well before it is
brought on any inspection.

Comments and Discussion

In response to a question, Walker said that he was not aware of a provision in the Chemical
Weapons Convention (CWC) itself that a State Party could insist that specific commercial
equipment models should be used. A participant asked that since items listed are relatively
generically described and familiarization is for a specific model how does a State Party satisfy
that this fulfills requirements? Shchukin suggested that with the current double loop PTS
procurement process, a State Party could revise specifications during the preliminary part of
the loop. One difference between the OPCW and the CTBT that was noted is that the CTBT
does not anticipate changes in the list of equipment; perhaps consideration should be made in
the CSP to allow for equipment changes. Walker noted that for the OPCW, the hard work on
equipment was done before the CSP; there was no debate on the floor during the Conference.
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SESSION E: PREPARATION FOR THE NEXT IFE

Prah, as subject leader for Session E, introduced the topic by noting that an IFE is an element
of the OSI Revised Strategic Plan (INF.793) — it is part of the development and testing cycles
foreseen in Phase 1 of that plan. The second cycle of Phase 1 started with the action plan
(INF.1020) adopted by the PrepCom last year. Rozhkov, Director of the OSI Division,
presented the draft document describing preparations for the next IFE.

Presentation: Rozhkov “Planning concept in preparation for and conduct of the next
IFE”

Rozhkov began by noting that a document titled “PTS Planning Concept in Preparation for
and Conduct of the next Integrated Field Exercise (IFE)” had been posted on the ECS for
comment. He emphasized that the purpose of integrated field exercises was to build up OSI
capability. The PTS would use the time leading up to the next exercise to plan and exercise
essential OSI elements and assess them for capabilities. The current plan represented a best
effort of the PTS to offer for WGB consideration. The intent was to provide a mechanism to
develop OSI operational capability in incremental blocks as follows:

Launch phase — from receipt of OSI request through launch to arrival at POE.
Pre-inspection phase — from arrival at POE to establishing BOO.

Inspection phase — actual inspection activities.

Post-inspection phase — from the end of the inspection through report preparation to IT
recovery.

i e

Rozhkov noted that items 2 and 4 would be done together in one separate exercise. The
launch phase block would be done as a command post exercise (with role playing) in early
2012; be of 5 days duration, and include 40 participants. The pre- and post-inspection phases
blocks would be done as a field exercise during the third quarter of 2012; be of 7 days
duration, and include 60 people. The third block would consist of a 10-day field exercise in
2013 that will test newly developed core-critical technologies. This exercise would take place
near Vienna or in a neighbouring country. There would be a number of expert meetings prior
to these exercises for planning, and Rozhkov stressed that well-trained participants (relying
on the advanced training programme) would be needed for this. The full IFE is planned for
the second half of 2014.

Rozhkov noted that a project management approach will be used, with one overall project
team in charge of development. The PTS intends to use task force groups for IFE planning,
with heavy reliance upon experts from States Signatories or some kind of expert adviser
mechanism. He said that at least one year would be needed for focused preparation for the
IFE. The document posted on the ECS contained a listing of the technologies that would be
exercised during the IFE. Most important, Rozhkov emphasized, is the need for a detailed,
realistic, scientifically and technically credible scenario. He noted some critical dependencies
that include: implementation of action plan projects; availability of infrastructure and support
mechanisms (e.g. ESMF, OSC, training -- both surrogate inspectors and PTS personnel —
IDC, IMS, administrators); availability of human resources (the estimate was that 30 people
from the PTS would be needed); and availability of appropriate budget. He provided estimates
of additional costs, in excess of the current budget, that would be needed for proper
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development of the project. Rozhkov closed by requesting the support of States Signatories in
the form of contribution of experts, long term in-kind equipment contributions (especially for
radionuclide/noble gas equipment, sampling, multispectral infrared equipment, and CPT
equipment), help on the design and script of the IFE, provision of local nearby exercise areas
for build-up, and finally a host for the IFE venue.

Comments and Discussion

In the discussion, Rozhkov stated that the IFE would start with all equipment and shipment
pre-planned and initial preparation already complete. He noted that this was for financial
reasons; the intent of the exercise was, inter alia, to test OSI data collection capabilities, such
as noble gas collection, and financial resources would be allocated accordingly. He also
pointed out that the plan gives leeway to States Signatories as to the budget considerations (in
terms of approving the requested budget increases in the plan). One participant commented
that the focus on a scientifically credible scenario is very important, noble gas sampling and
analysis should be a core objective, and that the PTS should be sure to refer to the lessons
learned database. Rozhkov noted that the lessons learned database was incorporated into the
current PTS action plan and that management of the exercise would be done by a project
management team that was aware of the need to find proper balance of activities to test versus
budget restraints and the state of equipment development. A participant pointed out that many
of the preparation activities would still need to be done whether or not the IFE exercise and
budget approvals were made by WGB. Rozhkov also noted that there is an issue of human
resources in the PTS; the PTS has made estimates of the impact of these on time and money
and connections with training. Additional comments were that the IFE should be managed as
an exercise, not an event, and that management of outside resources should be considered in
the planning process with advanced notice to States Signatories if more resources are needed.
In summary, Prah noted that all had taken a positive approach to the planning document and it
would be put on the ECS for discussion. Comments from this workshop would be taken into
account when modifications were made later in December.
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FINDINGS AND RECOMMENDATIONS

SESSION A: INSPECTION TEAM DATA HANDLING AND CONFIDENTIALITY

* The PTS is recommended to carry out a study to determine the data needed prior to an
inspection that needs to be compiled by the TS for an IT. (Note that further
consideration will be needed on the sources of such data.)

* Clear technical measures are needed to protect data gathered in the IA (consistent with
an overarching policy framework for the TS), including:

Archival copying of original data,
Appropriate protection measures for I'T communications, including encryption,
Measures to prevent unauthorized access to data,

Measures to purge data from inspection equipment at the end of an inspection.

* The current PTS development work on the IIMS is welcomed. This data management
tool should help to provide information protection, taking into account lessons from
IFEO8 and the following considerations:

Adjustments may be needed in the MT to accommodate new arrangements,
including considerations of the proposal for a “receiving area”.

The IIMS should provide flexibility for different types of data, such as where
and how samples have been taken.

Questions were raised about handling of data judged to be non-relevant, or for
which the classification level is altered after entry into the IIMS. Data purging
at the end of the inspection, when needed, should provide assurance to the ISP
that such information is secure.

Questions were raised about the practicality of some provisions in the draft OSI
Operational Manual requiring joint storage of particular types of data, such as
the case when data is held in centralized storage, such as groups of hard drives.

With respect to the handling of sensitive information and data by the IT, consideration

is needed on the pros and cons of a multi-level or single-level protection arrangements,
including the following:

Advantages of separating need-to-know criteria from classification
arrangements,

Advantages or disadvantages of a possible alternative data protection
framework based on the idea of a single classification level,

Utility of a tabletop exercise to test some of these issues,

Necessity of special data protection arrangements for some techniques such as
how CPT should be handled.

* Further consideration could be given to whether the approach taken by the IAEA to
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the classification of sensitive information can offer lessons for CTBT OSI.

SESSION B: INSPECTION TEAM COMMUNICATIONS

There is need to establish minimum standards for IT communication requirements. Such
requirements need to cover most foreseeable scenarios and provide for redundancy.
Recent progress by the PTS in this regard is recognized.

At the beginning of its inspection mission, the IT assumes self-reliance and sufficiency
for provision of communication equipment. Such provisions are subject to operational
arrangements with the ISP, including the allocation of frequencies and VSAT license.

The TS and IT need to remain open to the use of ISP-provided communication means
and equipment, as far as the provided sets meet the IT requirement standards. The ISP is
expected to allocate specific frequencies to correspond to its equipment for IT use.

The IT has the right to communicate with the TS at any time and under the coverage of
the Vienna Convention on Diplomatic Relations (VCDR).

The PTS is recommended to provide draft proposals for communication equipment
requirements and specifications based on their recent market search and field testing
and to continue preparations of concepts of operations for communication and SOPs.

Several pending issues were recognized:

The level of documentation to provide policy guidance for the TS and IT and to ensure
that a State Party undertakes efforts to ensure communications support needs to be
determined.

Determination needs to be made concerning whether transmission of inspection data
from the IA by the IT to the TS for processing should be allowed.

Textual inconsistencies in the MT that may be counter to provisions of the Treaty need
to be reviewed.

Encryption Issues

Encryption of telecommunications equipment is required for the IT to communicate in
private with the TS. When communications equipment is provided by the TS, the
encryption device and key will be held by the TS and IT. For communications equipment
provided by the ISP, the encryption device and key will be held by the ISP.

The PTS has conducted an informative market search and field testing during DE10 of
encryption options to secure voice, data, fax and SMS communications via various
networks, satellite systems and landlines. Such efforts should continue so that the PTS
may be ready to propose solution options as early as 2011.

The concept of operations and SOPs for encryption need to be developed.
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Pending Issues for Encryption:

Consensus is yet to be achieved on the policy issue of whether the ISP may obtain,
retain, or share an encryption key for IT communications with the TS. (Whether the
encryption key that is provided by the ISP needs to be in duplicate -- with one for the
TS/HQ -- remains to be solved.)

There is no agreement yet whether the in-field IT communication or transmission of
data would need encryption.

Current provisions of the MT concerning encryption should be reviewed. Certain
provisions give rise to different interpretations and some may be difficult to implement,
such as those contained in sections A3.1.14, 15, and 16.

Recommendation

The PTS should conduct a short technical workshop/short field exercise to test MT and SOPs
on digital photography to include testing of cameras, forensic trail, confidentiality review
process from point of collection, review and reporting aspects, or do so as key part of the IFE
14 exercise programme. (And in the IFE Concept Implementation, the proposed field exercise
for autumn 2012, which is to include exercising basic field skills.)

SESSION C: EQUIPMENT-RELATED PRE-INSPECTION ACTIVITIES

Equipment selection is based on the mandate and is an integral part of initial planning
for the inspection.

ISP logistics support drives equipment needs and team composition.

The MT should be reviewed to address the following:

* What is core and auxiliary equipment,
*  What is the difference between core and auxiliary equipment,
* Additional category breakdowns may be need for improved clarity,

* The status of software as core or auxiliary needs to be determined.

A unique identifier from the Conference of States Party approved equipment list should
be a common reference for all lists used for the equipment.

Equipment should be certified at the “tool box™ level based upon the CSP approved list
and not at the “screwdriver” level, and listed as such in the mandate with the number of
pieces.

Certification lists and the mandate list should include the model and serial number of
each item of equipment.

Distinction should be made between certification and tamper indicator device seals with
clear distinctions about how these indicators are used.

The MT should be reviewed to address the following:
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. Procedures to ensure calibration, maintenance of the equipment for certification,
and use history are tracked.

. Equipment with a history of frequent problems when used for OSI should not be

used.

. Training sets of equipment should be distinct from the deployment set.

. Procedures are needed to ensure that equipment has been purged and
decontaminated.

SOPs are needed for the following:

. Equipment labelling, box Ilabelling, the inventory list, container labelling,
ensuring ease of inventory and POE inspection, and tracking activities and
equipment location during use;

. Inclusion of medical equipment and controlled substances such as narcotics,
which need special handling.

More discussion on familiarization and software control is needed for:

. Provisions for software to be loaded on the equipment instead of being in external
storage and loaded at the BOO;

. Dealing with the concept of data acquisition software as distinct from data
analysis software.

SESSION D: OSI EQUIPMENT LIST

The equipment list is important both for facilitating availability of appropriate OSI
equipment and for assuring its prompt entrance into the territory of the ISP.

There is a need for systematic work on further development of the list, particularly on
the structure of the list as well as for identification and refinement of specifications of
equipment to be used for OSI and development of concepts for use of this equipment.
All States Signatories are encouraged to participate actively in this work.

Approaches suggested in the presentations based on the OPCW list of equipment could
be a good starting point for further development of a template for the OSI list of
equipment.

The OSI equipment database could be a useful tool for getting a full detailed description
of the OSI equipment. The PTS is encouraged to accelerate development of such a
database as well as an overall equipment-related documentation management system.
All States Signatories are encouraged to participate actively in the development of the
OSI database.

It is recommended that the general structure and content of the list as to core equipment
be tailored to inspection activities and techniques as described in Part II, paragraph 69,
of the Protocol.

Functional/operational requirements and specifications of equipment in the list should
reflect, as appropriate, limitations related to protection of sensitive information and
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preventing collection and retention of such information not related to the purpose of
OSIL

. OSI Workshops incorporating concerted use of expert groups to develop the equipment
list and specifications, in an approach similar to OSI Workshop-6, are deemed to be an
effective element of the entire mechanism of development of the list.

Continuing Issues

. The need to include calibration requirements in the equipment list should be further
evaluated.

. Guidelines for revision and update of the list need to be developed, taking into
consideration the OPCW approach.

. There is a need to define necessary information to be included in the list of approved
OSI equipment.

. Further definition of auxiliary equipment is needed.

SESSION E: PREPARATION FOR THE NEXT IFE

Refer to the document “PTS Planning Concept in Preparation for and Conduct of the next
Integrated Field Exercise (IFE)” as posted on the ECS on 25 November, 2010.

As requested at the 35™ session of WGB, a draft concept for building OSI operational
capability through a series of exercises prior to undertaking the next IFE has been prepared
and as part of the consultation process has been presented at Workshop-18 under Session E:
Preparation for the next IFE. This concept is developed to assist States Signatories in
identifying the scope, components and appropriate time allocation for the next IFE. The main
objectives of the draft concept are to:

. Establish an exercise mechanism, developed as a result of implementing the OSI action
plan.

. Put in place a flexible exercise approach that enables a dynamic build up and steady
accretion of OSI capabilities, in particular with a focus on core/critical capabilities
development.

. Maximize cost efficiencies through the use of local exercise areas whenever feasible;

and seek for synergies among the different OSI activities such as the conduct of the
second training cycle for surrogate inspectors.

The main outcomes from the discussion are:

. The draft concept is encouraging and represents a very good basis for activities that will
lead to implementation and conduct of the next IFE.

. Noble gas collection and analysis was identified as one of the key priorities that should
be exercised in the next IFE, as rightly identified in the concept.
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An integrated evaluation that covers the entire build-up process for the next IFE needs
to be put in place as reflected in the concept paper.

Lessons learned from previous OSI events and especially from the IFEO8 should be
taken into account for the planning and preparation of the next IFE.

The need for a detailed, realistic and scientifically credible scenario has been
highlighted in the discussions.

The OSI action plan, as endorsed by the PrepCom, is very important and needs to be
implemented even if it is not possible to conduct an IFE in 2014.

The necessity to exercise available OSI elements has been reiterated; the next IFE
should focus on those aspects of the OSI regime that are difficult to evaluate in smaller
targeted activities and should emphasize the required synergies that can only be tested
and demonstrated in an IFE.

More details and justifications on the financial and human resources requirements for
implementing the proposed draft concept have been requested, including the concept of
PTS wide involvement in planning, preparation, conduct and evaluation of an IFE.
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ANNEX II

SUGGESTION PAPER PROVIDED BY THE TASK LEADER FOR THE DRAFT OSI
OPERATIONAL MANUAL FOR SESSION A

Suggestion for alternative data protection arrangements

1. Data handling and protection arrangements applied by the IT and ISP in the field and the
BOO will be based on a single set of procedures that are designed to maximise data protection
while maintaining inspection effectiveness, including:

* data is recorded systematically using predefined mechanisms

* where practicable, an archival read-only copy of data is retained under joint control

* data access is based on need-to-know as defined below

* all data access is logged automatically

* systems are designed to prevent unauthorised disclosure (by insider or by external
monitoring)

* encryption will be applied for all data transmission and storage within the IT
(transmission outside is a separate issue).

* IT LAN is physically isolated

* measures will be applied to avoid undetected tampering with data after it is recorded
in the field, and before it is entered into the IIMS.

2. Classification arrangements remain, but are applied where data or information is passed to
third parties. Thus, IT reports would be subject to classification by the ISP when issued.
(Minimum level for reports is OSI Limited. IT could choose higher classification if ISP does
not.)

3. Need-to-know (NTK) guidance is not based on data classification. The ITL decides on
NTK for each team member, which normally would give the team member access to all data
relevant to his/her functions, plus access to results of other inspection activities (to enable
synergies).

4. The ISP may, as part of managed access negotiations, or as a condition for providing some
data directly to the IT, specify that access to certain data will be limited to small number of
team members. The ITL will negotiate with the ISP on such arrangements. Data subject to
such arrangements could remain outside the FIMS, and probably in joint storage.

If local confidentiality regulations require, additional security arrangements could be
negotiated, but these should not be applied so as to limit inspection effectiveness.

5. The above-mentioned data handling arrangements would be implemented through the [IMS
in as user-friendly a way as is possible. As data storage for the [IMS is centralised, the idea
that specific data is held in joint storage when not in use becomes harder to implement.
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6. Centralised data storage, and routine use of electronic systems also makes it more difficult
to demonstrate to the ISP that data has been deleted (for example) if found not to be relevant.
Can we understand that return to the ISP can only be proven at the end of the inspection when
equipment is purged of data (or destroyed)?

7. If a single level of protections is applied, there may not be any indicators to IT members on
the relative sensitivity of inspection information. So, if, for example, in field communications
are not fully secure, will general guidance (e.g. avoid discussing inspection findings) be
enough?
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ANNEX IIT

LIST OF REFERENCE MATERIALS

OSI manual provisions in the Model Text (CTBT/WGB/TL-18/40) and Annotated Draft

Rolling Text (ADRT, CTBT/WGB/TL-18/27)
most relevant to workshop topics

Session A: IT data handling and confidentiality

Section 5.4 on delineation of the BOO into different parts for the application of
privileges and immunities.

Paragraphs 10.4.12 to 16 on arrangements for classification of information gathered in
the TA.

Paragraph 10.4.20 on application of the need-to-know principle.

Annex 3.1 on data protection procedures.

Various provisions (e.g. 4.3.10, 6.3.57-57, 6.7.3(d), 6.8.14, 10.4.24) on custody and
handling of data, and para 6.2.60 on Analysis/Integration of Initial Overflight Data.

Session A: IT data handling and confidentiality --- handling of digital images

Section 6.7 on still and video photography
Para 4.3.13(iii) on structure of the BOO
Para 6.2.60 on Analysis/Integration of Initial Overflight Data

Session B: IT communications

Section 4.5 on communications, especially 4.5.9

Annex 2.2 — which needs to be replaced with something suitable for the requirements
of4.5.9

Annex 3.1, paragraphs 14 to 17 in relation to encryption of electronic data
transmission

Session C: Equipment-related pre-inspection activities

Section 3.9 on selection and preparation of inspection equipment

Para 3.12.15 on identification of equipment in the mandate

4.1.28-29 on equipment checking by ISP

Relevant deployment strategies, equipment preparation for shipping and associated
paperwork

Session D: OSI Equipment List

ADRT, part G, Annex 6.1- 6.4

Session E: Preparation for the next IFE

None
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Mr WANG Jun
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Tel.: +13439718616

Email: wang jun3@mfa.gov.cn
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